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Guidance Papers Outline

Background
* The guidance papers in these sections provideiaddaitin-depth guidance on
selected areas of the ISE Privacy Guidelines. Tyeg developed through
extensive review and coordination by interagencykimg groups consisting of
Federal privacy and civil liberties officials anticaneys and were reviewed and
approved by the ISE Privacy Guidelines Committesthe Information Sharing
Council.

Purpose
* The purpose of the guidance papers is to provid#agae in interpreting certain
ISE Privacy Guidelines requirements and to outtiossible methods or “best
practices” to assist agencies in implementing tmegairements. These guidance
papers do not create new or modify existing policy.

Policy Guidance
* Thepolicy guidance sectiondentifies the core, or basic, elements that @anag
must address in order to comply with key requiretmefthe ISE Privacy
Guidelines that are the subject of a guidance pap@iso identifies optional
suggested elements that contribute to the fornmraif an exemplary privacy,
civil rights, and civil liberties protection policy

Background and Commentary
* Thebackground and commentary sectiorprovides additional background
information on the subject area, including its tielaship to the Federal
Information Processing Standards (FIPS), the backgt rationale for the ISE
Privacy Guidelines provision, and a discussionoohs of the key issues in that
subject area. This section also cites resourcerdents and provides appropriate
links.

Resources and Tools
* Theresources and tools sectioprovides helpful checklists, guidelines,
documents, and best-practices information desi¢gmedsist agencies in
formulating and implementing sound privacy, ciwghts, and civil liberties
policies.

Note on ISE Privacy and Civil Liberties Implementaton Guidance

The ISE Privacy Guidelines contain references goirements that agencies put in
place—policies and procedures—as appropriate ansistent with their legal authorities
and missions. Such references are not intendedply that agencies are required to
adopt policies and procedures that would impairattpencies’ abilities to exercise their
statutory authorities and responsibilities, inchgdthe ability to claim exemptions under
the Privacy Act of 1974 or to comply with the remuments of any other law, or that
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would negatively affect their position in litigatier administrative proceedings. As
noted in Section 13 (d)(iv) of the ISE Privacy alides: “These Guidelines...are
intended only to improve the management of the Feéd&overnment and are not
intended to, and do not, create any rights or benstibstantive or procedural,
enforceable at law or in equity by a party agaihstUnited States, its departments,
agencies, or entities, its officers, employeeggancies, or any other person.”
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REDRESS

GUIDANCE

Requirement

The Information Sharing Environment (ISE) Privacyi@lines, at Section 8, provide
that:

To the extent consistent with its legal authoria@sl mission
requirements, each agency shall, with respecstpatticipation in the
development and use of the ISE, put in place ialgrrocedures to
address complaints from persons regarding protectednation about
them that is under the agency’s control.

Purpose

This document does not create new or modify exggplicy but rather provides

guidance interpreting the above ISE Privacy Gumndsirequirement and outlines possible
methods or “best practices” to assist agenciesipldmenting this requirement. This
guidance will be supplemented as the ISE maturéo#rer technological
recommendations are implemented.

General

As the ISE is developed, individuals may experietioeumstances that lead them to
question whether protected information (Ripout them might be erroneous, improperly
collected, or inappropriately shared or used asqiahe ISE, and they may wish to have
the situation corrected. Because individuals mall always know the source of the
information, complaints most likely will be lodgedth the Federal agency which the
complainant believes is responsible, rather thah thie agency which originated the
information and made it available in the ISE. Aclogly, in implementing Section 8,
Federal agencies should review their existing camphandling procedures to
determine whether they accommodate issues pergaioiR| shared in the ISE. The
objective is to ensure that internal and externat@sses exist for handling complaints
involving information originating with another agsnand for assisting other agencies in
receipt of complaints involving information for vdfi an agency is the source. As

! Section 1(b) of the ISE Privacy Guidelines defipestected informatioras “information about

United States citizens and lawful permanent regg#at is subject to information privacy or otleggal
protections under the Constitution and Federal lafbe United States. For the intelligence comityun
protected information includes information abounitéd States persons’ as defined in Executive Order
12333. Protected information may also include oth@rmation that the U.S. Government expressly
determines by Executive Order, international agesginor other similar instrument, should be covérgd
these Guidelines.”
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needed, agencies shall establish procedures amisofor addressing complaints arising
from the sharing of Pl in the ISE but only to théemt such procedures do not conflict
with legal authorities and mission requirements.

Redress has been recognized as a useful mechanismroving data integrity by
ensuring data is current, complete, and accutdtevever, as noted, this guidance is
intended only to assist agencies in implementiegl8E Privacy Guidelines—it neither
affects any existing agency policy or Privacy Acemaptions, nor is it intended to create
any rights or benefits, substantive or procedw@dprceable at law or in equity by a
party against the United States, its departmegenaes, entities, officers, employees, or
agencies or any other person.

Agency ISE redress procedures should address ltbeifog core elements:
Core Elements

1. A description of the existing procedures for adsireg complaints
arising under the Constitution (including nonpriyatvil rights and
civil liberties), Privacy Act, or other statutesdiuding civil rights and
civil liberties statutes).

2. A description of policies, procedures, and persbdedicated toward
addressing complaints resulting from the agencgé&saf Pl
originating from another agency (if any).

3. A description of policies, procedures, and persbdedicated toward
assisting other agencies to address matters imgRI an agency
provided through the ISE (if any).

4. A description of procedures (as needed) developddraplemented
for addressing complaints regarding Pl in the I&& are not
otherwise covered by existing procedures (see Zattbve).

Additional Considerations

1. Identify record-keeping practices and objectives. (improving
processes).

2. Develop and disseminate (via public affairs offipgyacy office, civil
liberties/civil rights office, Equal Employment Ompunity [EEQO]
office, Web page, and other) information regardiggncy
policy/process for addressing PI/ISE-related compda
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BACKGROUND AND COMMENTARY ?

Section 8 of the ISE Privacy Guidelines statedaliewing with respect to redress

Redress.To the extent consistent with its legal authesitand mission
requirements, each agency shall, with respecstpatticipation in the
development and use of the ISE, put in place ialgrrocedureso
address complaints from persons regarding protectednation about
them that is under the agency’s control.

The persons covered by these Guidelines are dedadnkparagraph 1(b) as follows:

Applicability. These Guidelines apply to information about Unikdtes
citizens and lawful permanent residents that igestiho information
privacy or other legal protections under the Cdéuastin and Federal laws
of the United States (“protected information”). rfee intelligence
community, protected information includes infornoatabout

“United States persons” as defined in ExecutiveeDi®333. Protected
information may also include other information ttiee¢ U.S. Government
expressly determines by Executive Order, intermafiagreement, or
other similar instrument, should be covered bydh®Bsaidelines.

The ISE Privacy Guidelines require each agencyqgnaating in the ISE, consistent with
its legal authorities and mission requirementqravide “redress”; i.e., a procedure for
addressing complaints relating to P1 in the ISEe TSE Privacy Guidelines contemplate
that agencies will afford redress with respecsgues involving information privacy, as
well as alleged infringements of civil rights, diltberties, and other legal rights
protected by law. Therefore, as appropriate, agpnacedures would permit persons to
use the agency'’s existing complaint/review procedar any supplementary procedures
developed for the ISE to address such complaindédleged racial, ethnic, or religious
profiling or retention in the ISE of informationabhas been expunged or determined to
have been illegally collected.

Many participating ISE agencies already have ieg@larocedures for handling all
manner of complaints, including privacy, civil righand civil liberties unrelated to the
ISE3 The redress procedures contemplated by the IBBEd9rGuidelines are limited to
situations involving complaints that the agencyed®ines implicate Pl in the ISE
(although not necessarily under the control ofagency receiving the complaint). The
ISE policy requirement to implement internal conpttdnandling procedures for ISE-

2 The Background and Commentary section is provided resource concerning the general principles
applicable to each ISE Privacy Guidelines requirgnagldressed. It is not a binding interpretatiblaw,
regulation, or policy.

3 H.R. 1, Title VIII, Section 803, amends Sectior62®f the IRTPA to require that named Federal
agencies “(3) ensure that such department, agen&ement has adequate procedures to receive,
investigate, respond to, and redress complaints fralividuals who allege such department, agency, o
element has violated their privacy or civil libegi”
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related issues neither alters agency rules regardcord access or other rights nor
requires agencies to either acknowledge the existehrecords or inform complainants
of case status or resolution where no such rigireatly exists. As is true under existing
processes, many information privacy, Privacy Actiail rights and civil liberties
complaints identified as involving Pl in the ISEliot result in the complainant being
informed of measures the agency takes to investgabmplaint, rectify an alleged
error, or remedy an issue.

Because individuals and entities covered by thegtetines often may not recognize that
there is any relationship between the complaintthedSE, agencies must establish, as
part of their procedure to address complaintspagss that will identify those complaints
that are related to Pl in the ISE. These comaienerally will be received through
existing agency avenues of redress (e.g., Privatyefjuests, existing agency civil rights
and civil liberties processes). Once an agenograehes that a complaint, which may be
received as a general complaint, concerns Pl @&imig with the agency or obtained
through the ISE, the principles of ISE redress ireqine agency to coordinate with all
involved agencies to investigate and correct (oraee) any identified information
deficiencies.

Agencies must review their existing complaint pelcand procedures to ensure that
processes exist to identify complaints involvingriPlhe ISE and to bring them to the
attention of the agency’s ISE Privacy Official @signee. (See Data Quality issue paper
addressing the ISE Privacy Official’'s responsipifiir data quality.) Thus, the ISE
Privacy Guidelines’ focus is on providing a prockgsvhich complaints implicating Pl

in the ISE are identified and addressed.

The ISE Privacy Guidelines protect the informatowivacy and other legal rights of
United States citizens and lawful permanent resgdand, for the intelligence

community, United States persons. However, thassgories of Pl may be expanded to
include other information that the United Statesegament expressly determines by
Executive Order, international agreement, or osin@ilar instrument shall be covered by
the ISE Privacy Guidelines. Indeed, many agersfiese Pl pursuant to international
agreements that allow foreign nationals accesswew procedures (e.g., the agreement
with the European Union [EU] involving PassengeméaRecords). Where a
complaint/review process is required by internalcagreement, special procedures may
be employed for foreign nationals (to the exteat $uch details are not spelled out in the
agreement).
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The following is a list of authorities that may is$$SE participants in developing their
redress policies and procedures for Pl in the ISE:

Executive Orders
Executive Order 12333)nited States Intelligence Activitid3ecember 4, 1981, as

amended.
http://www.whitehouse.gov/news/releases/2004/08{R8RQ7-6.html

Executive Order 1335Establishing the President's Board on Safeguardinggricans’
Civil Liberties,August 27, 2004.
http://www.whitehouse.gov/news/releases/2004/08128@7-3.html

Executive Order 1335&trengthening the Sharing of Terrorism InformatioriProtect
Americans August 27, 2004.
http://www.whitehouse.gov/news/releases/2004/08128@7-4.html

Executive Order 1331Homeland Security Information Sharintyly 29, 2003.
http://a257.g.akamaitech.net/7/257/2422/20apr200a/e8locket.access.gpo.qov/cfr 200
4/jangtr/pdf/3CFR13311.pdf

Executive Order 1338&urther Strengthening the Sharing of Terrorism fniation to
Protect AmericansOctober, 25, 2005.
http://www.ise.gov/docs/e0%2013388%20-%2010252a{i5.p

Policy Guidance and Standards

OMB Privacy Act Implementation, Guidelines, and Respmolities (“OMB Guidelines”)
40 Federal RegisteR8,948 and 28,965 (July 9, 1975).
http://www.whitehouse.gov/omb/inforeg/implementatiguidelines.pdf

U.S. Department of Homeland Security (DHS) PrivRojicy Guidance Memorandum,
2007-1,DHS Privacy Policy Regarding Collection, Use, Ratam and Dissemination of
Information on Non-U.S. Persons.
http://www.dhs.gov/xlibrary/assets/privacy/privapglicyguide_2007-1.pdf

DHS Management Directive 110423afeguarding Sensitive But Unclassified (For
Official Use Only) Information.
http://www.fas.org/sgp/othergov/dhs-sbu-rev.pdf

Memorandum of Understanding on Terrorist Watctiistiress Procedures.
http://www.fbi.gov/terrorinfo/counterrorism/redressou.pdf
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Commentators

Paul Rosenzweig and Jeff Jon@ssrecting False Positives: Redress and the Watsh L
ConundrumJune 17, 2005 (Heritage Foundation).
http://www.heritage.org/Research/HomelandDefendeads79671 1.pdf

Markle Foundationimplementing a Trusted Sharing Environment: Usmgiutable
Audit Logs to Increase Security, Trust, and Accabifity, February 2006.
http://www.markle.org/downloadable assets/nstf_1B20906.pdf

Center for Democracy and Technologyalysis of Privacy Guidelines for the
Information Sharing Environment for Terrorism Infieation February 2, 2007.
http://www.cdt.org/security/20070205iseanalysis. pdf

Web Sites—Examples of Federal Agency Redress Resici

DHS Traveler Redress Inquiry Program (DHS TRIP)-gk&rpoint of contact for
individuals who have inquiries or seek resolutiegarding difficulties they experienced
during their travel screening at transportationdatsuch as airports and train stations—
or crossing U.S. borders.

http://www.tsa.gov/travelers/customer/redress/instem

Federal Bureau of Investigation (FBI), Terrorist&aming CenteRedress Procedure
http://www.fbi.gov/terrorinfo/counterrorism/redrelssn
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RESOURCES AND TOOLS

In developing their ISE redress procedueggencies may wish to use the following
checklist and consider the following specific medte

Core Elements

1. Describe existing redress and complaint procedures:

a. ldentify all agency-internal avenues for handlimgnplaints (i.e.,
for all manner of complaints cognizable under g&atr regulation
or policy):

(i) Civil Rights/Civil Liberties
(i) Privacy Act

(i) EEO

(iv) OIG

(v) Ombudsman

(vi) Other

b. Identify all interagency complaint initiatives thaiur agency
supports:

(i) DHS Traveler Redress Inquiry Program (TRIP)
(i) TSC Terrorist Watchlist Redress Process (MOU)
(iii) Other

2. Describe policies, procedures, and resources éntikying and
addressing PI/ISE-related complaints resulting ftbemagency’s use
of Pl originating elsewhere.

3. Describe policies, procedures, and resources fistasy other ISE
agencies to address complaints arising from thesraf P1 originating
with your agency.

4. Establish procedures (as needed) for addressingqgyror civil
liberties complaints relating to PI in the ISE arai otherwise subject
to existing procedures:

a. Provide identity and contact information for agewnéfice of the
ISE Privacy Official—e.g., a mailing address (USk?®-mail)
and/or a telephone number(s) of responsible staff.

b. Ensure that all agency complaint-handling companarg familiar
with the ISE and understand when a complaint receimnplicates
Pl subject to ISE redress.

» Establish process/information to assist non-ISEamts
staff in identifying when a complaint involves Rithe ISE.

c. Establish appropriate liaison with ISE participaintsn which data
will likely originate to facilitate complaint invéigation processes.
* Provide a point of contact and responsible offitdaénsure

appropriate reciprocal support to complaint recifse
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d. Explain processes for coordinating investigatio? BfSE-related
complaints both internally and externally.
e. Develop tools required under the Privacy Act fomadstering the

PI/ISE complaint “program,” such as:

()  Establish or identify an appropriate system of rdsdo
maintain complaints and related information.

(i)  Ensure that the system of records notice assocratbdhe
redress system contains a routine use to allowodise of
complaint and personally identifiable informatianather
agencies and organizations to the extent necegsary
investigate and address the complaint.

(iif) Identify records retention obligations.

f. Develop procedures for responding to identified-I8E&ted
complaints.

() Leverage existing agency procedures for
establishing/verifying identity or status where agpiate.

(i) Develop protocol for acknowledging complaint.

(a) May wish to articulate scope of redress available:

» Investigation of alleged errors.

» Correction of alleged errors/removal of data.

» Notification of correction to originator and
downstream recipients of record.

(b) May wish to articulate limits of redress afforded:

» No remedy for underlying injury.

» No right of action.

» Particular forms of redress (e.g., right of acdess
records, notice of resolution of complaint,
explanation of investigatory process) may be
unavailable given national security, law
enforcement equities, or other security
considerations relating to terrorism.

Additional Considerations

1. Identify record-keeping objectives intended to erdealSE processes:
a. Record PI/ISE complaints received and disposition.
b. Maintain unresolved PI/ISE complaints.
c. Examine policy/process changes (if any) neede® lSE
review process.

2. Develop outreach/public awareness materials reggiagency PI/ISE
redress framework:
a. Explain process for identifying ISE-related comptai
b. Explain processes for investigating and addressimgplaints,
internally and externally.
c. Explain “redress” available; i.e., data qualityiaties
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NOTICE MECHANISMS

GUIDANCE

Requirement

The Information Sharing Environment (ISE) Privacyi@lines, at Section 4(b), provide
the following Notice Mechanisms requirement:

b. Notice MechanismsConsistent with guidance and standards to be
issued for the ISE, each agency shall put in pdasechanism for
enabling ISE participants to determine the natditbe protected
information that the agency is making availabléh® ISE, so that
such participants can handle the information iroeg&nce with
applicable legal requirements. Specifically, saahechanism will,
to the extent reasonably feasible and consistehttive agency’s
legal authorities and mission requirements, alloM$E participants
to determine whether:

() The information pertains to a United States citiaetawful
permanent resident;

(i) The information is subject to specific informatiprivacy or
other similar restrictions on access, use or dssok, and if so,
the nature of such restrictions; and

(i) There are limitations on the reliability or accyraxt the
information.

Purpose

This document does not create new or modify exggplicy but rather provides

guidance interpreting the above ISE Privacy Gumndsirequirement and outlines possible
methods or “best practices” to assist agenciesipldmenting this requirement. This
guidance will be supplemented as the ISE maturéo#rer technological
recommendations are implemented.

General

Section 4(b) of the ISE Privacy Guidelines recogsithat enabling agencies to
determine important characteristics of protectdédrination (PIf available in the ISE—

* Section 1(b) of the ISE Privacy Guidelines defipestected informatioras “information about

United States citizens and lawful permanent regg#rat is subject to information privacy or otleggal
protections under the Constitution and Federal lafabe United States. For the intelligence comityun
protected information includes information abounitéd States persons’ as defined in Executive Order
12333. Protected information may also include oti®rmation that the U.S. Government expressly
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such as the status of an individual; any restmation access, use, or disclosure of PI; and
any limitations on its reliability and accuracy—pkomote a trusted information

sharing environment as recipient agencies are raadee of these aspects of Pl and can
determine whether access to, use of, and furtlsetatiure of the data are consistent with
agency missions and applicable legal requiremdpteviding restrictions and limitations
on information as part of a record, data set, com system will also serve to mitigate
potential risks arising from information sharingieities for all agencies participating in
the ISE.

This ISE Privacy Guidelines Notice Mechanisms Guagacomports with the proposed
marking of Controlled Unclassified Information (QUWécommended under the
framework described in the proposed Presidentiadi&ine 3 reportStandardized
Procedures for Sensitive But Unclassified (SBUyrimkation(issuance pending). While
the proposed CUI framework under Guideline 3 copiabes a limited set of approved
“markings” reflecting handling and disseminatioquegements, the elements of notice
set forth above from the ISE Privacy Guidelineatia to the status of an individual and
reliability and accuracy of the information areeintled to reflect the nature and quality of
the information itself and to be incorporated witlan individual record, data set, or
record system. These notice mechanisms for privegqyirements are not a handling or
dissemination requirement. This guidance shoulcebd in conjunction with the
proposed CUI framework and should not be readnecfose the possibility that notice of
“specific information privacy or other similar restions on access, use, or disclosure”
may be addressed through a CUI marking in the éutur

To incorporate appropriate notice, agencies crgagports or disseminating products
containing Pl in the ISE may continue their custpnmactices in providing information
about their individual records, data sets, or résystems that assists in determining
whether the information pertains to an individuaitatus, any restrictions on access, use,
or disclosure, and any limitation on reliability accuracy of the information. Agencies
may use, among other methods, a simple cover gh#lag such issues or, for electronic
information, may use banners, legends, or fullecnmotices signaling the general
character of and restrictions on access, usesolodiure of records in the data set or
record system.

As may be reasonable and consistent with agerieigal authorities and mission
requirements, agencies engaging in the ISE shaudider adopting mechanisms to
provide notice of each of the following core elensenf information:

Core Elements
1. Status of record subject(s):

a. U.S. citizen
b. Lawful permanent resident (LPR)

determines by Executive Order, international agesgnor other similar instrument, should be covérgd
these Guidelines.”
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C.

d.

Noncitizen or non-LPR protected by treaty or insgronal
agreement
Undetermined

2. Restrictions on access, use, or disclosure:

a.
b.

Nature of restriction
Source of restriction

3. Reliability and accuracy of information:

a.
b.
C.

Nature of the source—indicating the origin of theormation

Confidence—source reliability and content validity

Data quality—inconsistencies or other accuracy eomchbased

on:

() Notice received from previous recipients of tteta

(i) Disagreements about accuracy received fronréicerd
subject or other person negatively impacted by¢cerd

(i) Evaluation of data in context with other etung) records
(See Data Quality Guidance)

(iv) Results of compliance reviews or external &udi

Additional Considerations

1. Basic source and point-of-contact information

a.
b.
C.

d.

Originating department, component, or office

Agency system from which information is dissemidate

Date of collection/date last used to make a deteatiun about an
individual, if applicable

Title/contact for questions about the informatisraccess request,
if appropriate

2. Date of last data accuracy review conducted in @zcwe with agency policy
and procedure (see Data Quality Guidance)
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BACKGROUND AND COMMENTARY °

Background and Purpose

In the ISE, the information that is accessed osaiisnated (disclosed) comes from
numerous sources and often includes (1) proteatedmation (Pl), (2) information to
which information privacy or other legal protect®imave been extended, and

(3) information for which the status is undeterndiroe is not privacy-protected.
Consequently, ISE participants may be bound byuarlegal requirements that govern
access, use, and disclosure. The quality of tleenration in the ISE will also vary in
reliability and accuracy. Therefore, as informatis disclosed in the ISE, the ISE
Privacy Guidelines require agencies to implementharisms to indicate to recipients
whether information disclosed pertains to a U.8zemn or lawful permanent resident;
whether there are legal requirements that protéatmation privacy or other legal rights
of the subject or restrict access, use, or disobostithe information; and whether the
source or providing agency considers the infornmet@obe of limited reliability or
accuracy.

The purpose of this document is not to examingdhge of notice mechanisms
technology or to list all of the specific restrarts that might apply with respect to access,
use, and disclosure of information in the ISE.tdad, this document focuses on the
information about PI that could be included in indual records, data sets, or record
systems that may be shared in the ISE.

In the ISE, information regarding PI; any spedaifitormation privacy; or other similar
restrictions on access, use, or disclosure, anthlions on the reliability or accuracy of
the information may be incorporated in a recordadat, or record system before it flows
from its originating source or other provider t® &nd user.

Nature of the Information—Identify Status of Indivi duals

The status of data subjects may determine the degngrotection, if any, that they will
receive in the ISETherefore, notice regarding limitations on access, or

dissemination will necessarily begin with a deteration of whether the information
applies to U.S. citizens, lawful permanent resid€ébPRs), or non-U.S. citizens who are
not LPRs but who may, nevertheless, receive prioteat the ISE. Suggested categories
include:

*The Background and Commentary section is providea @source concerning the general principles
applicable to each ISE Privacy Guidelines requingnagldressed. This section neither establisheésypol
under the ISE nor is binding on any departmenenay participating in the ISE. It is not a birglin
interpretation of law, regulation, or policy.
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1. U.S. citizefd

2. Lawful permanent resideht

3. Non-U.S. citizen or non-LPR protected by treatythrer international
agreemefit

4. Undetermined

Limitations on Access, Use, or Disclosure—IldentiffRestrictions on Access, Use, or
Disclosure:

Identify any legal restrictions on access, usalisclosure of Pl and the nature of the
restrictions. There are numerous statutory andlasgry limitations that pertain to
different types of information that may be shanethie ISE>

Limitations on Reliability and Accuracy (Validity)— ldentify Confidence
Limitations:

There are existing efforts in some law enforcenagt intelligence agencies at the
Federal, state, local, and tribal levels to provale enforcement information in a way
that conveys to the recipient the originating agénlevel of confidence in the
information; i.e., its assessment of the informasdsource) reliability and (content)
validity. The U.S. Department of Justice’s (DOJplaal Justice Information Sharing
Initiative’s Privacy, Civil Rights, and Civil Liberties Policyemplates for Justice
Information Systemi$(hereinafter “Justice PCRCL Policy Templates”)amenends that
the following assessment typology be incorporaiea ihe body of the record as
appropriate to the nature of the information arellével of protection required:

® U.S. citizenship can be obtained in one of twysvg1) by birth, either within the territory of the

United States or to U.S. citizen parents, or (2haturalization.
http://www.uscis.gov/portal/site/uscis/menuitem.@bd?2a3e5b9ac89243c6a7543f6d1a/?vgnextoid=96719c
7755¢cb9010VgnVYCM10000045f3d6alRCRD&vgnextchannefd987755ch9010VgnVCM10000045f3d
6alRCRD See also United States Immigration and Natitynalct, Title 8 of the U.S. Code (8 U.S.C.).

" According to United States Citizenship and Immiigra Services (USCIS), “[A] lawful permanent
resident is a foreign national who has been grathegrivilege of permanently living and workingthre
United States.”
http://www.uscis.gov/portal/site/uscis/menuitem%#f95919f35e661614176543f6d1a/?vgnextoid=077566
7706f7d010VgnVCM10000048f3d6alRCRD&vgnextchanner48t7755cb9010VgnVCM10000045f3d6
alRCRD

8 Individuals who are not U.S. citizens or lawful mament residents may receive certain protectiotisein
ISE under the terms of an international agreement,(the agreement with the EU involving Passenger
Name Records).

° See “2006 Interagency Assessment of Federal Brimad Civil Liberties Policies that Impact
Information Sharing,” Privacy and Civil Libertiémplementation Manual, Tab V, Section D2.

2 DOJ's Global Justice Information Sharing InitiajPrivacy, Civil Rights, and Civil Liberties Policy
Templates for Justice Information SysterBeptember 2006, at p. 17.
http://www.it.ojp.gov/documents/Privacy_Civil_Rightand_Civil_Liberties_Policy Templates.pdf
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1. Nature of the SourceNature of the source simply identifies the
origin of the information.

Anonymous tip

Informant

Interview or written statement (subject, victimtnéss, etc.)

Public records (space should be provided for ifg@ng the

government system from which the information wasveel

because that may bear on its reliability)

e. Private sector (notice should be given if the infation was
collected from a data aggregator or broker)

f.  Other (please specify)

apop

2. Source Reliability. Source reliability addresses the consistencihef t
content validity of information obtained from a peular source over
time.

a. Reliable—the reliability of the source is trustedhas been well
tested in the past

b. Usually Reliable—the source can usually be relipdru

c. Unreliable—the reliability of the source has beparadic in the
past

d. Unknown—the reliability of the source cannot beged

3. Content Validity. Information content deals with the accuracy or
truth of the information independent of its soufice., even generally
unreliable sources can sometimes provide reliatftgmation).

a. Confirmed—information has been corroborated by an
investigator or

Another reliable source

Probable—the information is consistent with pasbaats

Doubtful—the information is inconsistent with pastounts

Cannot be judged—the information cannot be judged

cooo

This type of assessment allows investigators terdehe the extent to which they may
rely on the information and the extent to whichifietion from other sources will be
required.

The ISE Data Quality Guidance provided at Dividdy Vab C, of the Privacy and Civil
Liberties Implementation Manual (PM-ISE 2007) swggeadditional considerations
regarding notice of information accuracy, relevantiyneliness, and completeness;
e.g., based on specific challenges to accuraclheotiita received from recipient entities
or record subjects or unresolved concerns arisimg fnternal review.
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Identify Basic Information

To the extent feasible and consistent with ageeggllauthorities and mission
requirements, agencies should consider developiegmanding individual records, data
sets, or record systems to include information &bdwiprovider of the data. The
following elements of information would facilitatellow-up or inquiry:

1. The name of the originating department, comporant,
subcomponent.

2. The name of the agency system from which the in&bion is
disseminated.

3. The date the information was collected and the dlatas last used to
make a determination about an individual.

4. The title and contact information for the persomvttom questions
regarding the information should be directed.

The following is a list of authorities that may s$$SE participants in developing their
notice mechanisms policies and procedures for BlariSE:

Policy Guidance and Directives

Presidential Guideline 3 repo8tandardized Procedures for Sensitive But Uncligskif
(SBU) Information(issue pending), Privacy and Civil Liberties Impkmation Manual
(PM-ISE, 2007)see also www.ise.gov).

ISE Data Quality Guidelines, Divider VI, Tab C, ¥ty and Civil Liberties
Implementation Manual (PM-ISE, 2007) (see alsow.ise.goy.

DHS Privacy Office Privacy Policy Guidance MemoramdNumber 2007-1DHS
Privacy Policy Regarding Collection, Use, Retentiemd Dissemination of Information
on Non-U.S. Persondanuary 19, 2007.
http://www.dhs.gov/xlibrary/assets/privacy/privapglicyguide 2007-1.pdf

U.S. Department of Justice, Office of the Inspe@eneral Review of the Terrorist
Screening Center’s Efforts to Support the SecuighEProgram at p. 23.
http://www.usdoj.gov/oig/reports/FBI/a0534/finalfpdiscussing redress issues at the
Terrorist Screening Center).

Web Sites

United States Citizenship and Immigration Servidéb site:
http://www.uscis.gov/portal/site/uscis/menuitem%Af95919f35e66f614176543f6d1a/?
vgnextoid=0775667706f7d010VgnVCM10000048f3d6alRCRB&extchannel=4f719c
7755¢cb9010VgnVCM10000045f3d6alRCR{defining requirements for U.S.
citizenship) and
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http://www.uscis.gov/portal/site/uscis/menuitem%Afo5919f35e661614176543f6d1a/?
vgnextoid=8b76194d3e88d010VgnVCM10000048f3d6al RCRipxtchannel=4f719c
7755cb9010VgnVCM10000045f3d6alRCRdefining requirements for becoming a
lawful permanent resident).
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RESOURCES AND TOOLS

RESERVED
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DATA QUALITY

GUIDANCE

Requirement

The Information Sharing Environment (ISE) Privaayi@®lines, at Section 5, provide the
following Data Quality requirement:

a. Accuracy Each agency shall adopt and implement procedases
appropriate, to facilitate the prevention, idectfion, and correction
of any errors in protected information with theexdijve of ensuring
that such information is accurate and has not egosly been shared
through the ISE.

b. Notice of Errors.Each agency, consistent with its legal authoried
mission requirements, shall ensure that when @rdenhes that
protected information originating from another aggemay be
erroneous, includes incorrectly merged informatmmacks adequate
context such that the rights of the individual nbayaffected, the
potential error or deficiency will be communicatadwvriting to the
other agency’s ISE privacy official (the ISE priyaafficials are
described in Section 12 below).

c. Procedures.Each agency, consistent with its legal authoried
mission requirements, shall adopt and implemeritiesl and
procedures with respect to the ISE requiring trenay to:

() Take appropriate steps, when merging protectedrnrdbon
about an individual from two or more sources, tewa that the
information is about the same individual;

(i) Investigate in a timely manner alleged errors agfitncies
and correct, delete, or refrain from using protéetdormation
found to be erroneous or deficient; and

(i) Retain protected information only so long as itelevant and
timely for appropriate use by the agency, and updislete, or
refrain from using protected information that igdated or
otherwise irrelevant for such use.

Purpose
This document does not create new or modify exggplicy but rather provides

guidance interpreting the above ISE Privacy Gumndsirequirement and outlines possible
methods or “best practices” to assist agenciesipldmenting this requirement. This
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guidance will be supplemented as the ISE maturéo#rer technological
recommendations are implemented.

General

Section 5 of the ISE Privacy Guidelines requireshesgency participating in the ISE to
adopt and implement procedures, as appropriatardeqgy quality assurance measures to
facilitate the prevention, identification, and a@ation of any errors in protected
information (P1}* in order to ensure the information is accurate lzasinot erroneously
been shared through the ISE. The full value ofi8te may be realized only if Pl shared
in the ISE is accurate, relevant, timely, and catgto the extent the providing and
receiving agencies’ missions require and any in&drom identified as erroneous or
deficient is corrected, updated, deleted, or netluas administratively and technically
feasible™?

Consistent with legal authorities and mission regaients, agency policies and
procedures should address the following core daadity elements for information
shared through the ISE:

Core Elements

1. Pl originating in the agency is as accurate, cotepknd internally
consistent as the agency requires for use in maletgrminations,
given its authorities and mission.

2. Plis relevant and timely as appropriate for agemss;, and when it
becomes outdated or irrelevant for such agencyitisapdated,
deleted, or not used in the ISE.

3. Pl originating in the agency indicates to recipsesuty known
limitations on its reliability or accuracy (see@MNotice Mechanisms
Guidance).

M Section 1(b) of the ISE Privacy Guidelines defipastected informatioras “information about

United States citizens and lawful permanent resgtmat is subject to information privacy or otlegal
protections under the Constitution and Federal lafitbe United States. For the intelligence comityun
protected information includes information abounitéd States persons’ as defined in Executive Order
12333. Protected information may also include oth@rmation that the U.S. Government expressly
determines by Executive Order, international agesginor other similar instrument, should be covérgd
these Guidelines.”

2Erroneous or deficient information does not inclinfermation for which the reliability or validitynay

not be fully established. These elements of cemia in the information are the subject of Notice
Mechanisms Guidance implementing Section 4(b) e 8E Privacy Guidelines.
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4. Where feasible, written notit&is given to the providing agency’s ISE

Privacy Official of specific Pl that the receiviagency has

determined is erroneous, includes incorrectly mgtigormation, or
lacks adequate context such that the rights o$dihgect may be

affected.

5. Alleged or identified errors or deficiencies inddout which the

agency is notified are investigated in a timely mam

6. Pl an agency investigation determines is erroneouficient for its
purposes is corrected or deleted, or if not coeekar deleted, the

agency refrains from sharing it through the ISE.

7. Pl recipients, to the extent they can be identjfeee notified of
alleged or identified errors or deficiencies in gmeviding agency’s
information that has been disseminated in the i&thding incorrect

mergers/matches/insertions of information.

8. Information the agency has matched against or diolased from

multiple sources relates to the same individual.

Additional Considerations

1. The agency maintains a record/accounting of datecions/

additions provided and/or received.

2. The agency, in addition to providing written nottoethe providing
agency under Core Element 4 above, provides whnittgite to the
originating (acquiring) agency where such agendynmvn and is not

the providing agency.

13 Written notice could include any form of nonverbammunication (such as e-mail or formal lettegtth
is capable of being retained as an official agemcprd. It is in the agency’s discretion to detieemvho

will be authorized to provide written notice to theviding agency and in what form.
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BACKGROUND AND COMMENTARY

The core principles for protecting privacy and kiNderties in the ISE require Federal
agencies, consistent with agency legal author@resmission requirements, to
“[e]stablish data quality, accuracy, and retenpoocedures” that reflect basic privacy
protections and best practices. The principlesbdished in Section 5, Data Quality, of
the ISE Privacy Guidelines, incorporate and bugdruthe data quality requirements of
the Privacy Act of 1974.

The ISE Privacy Guidelines contemplate that Fedegahcies will comply with both the
Guidelines and all applicable Privacy Act requiretseor all information in the ISE.
This will require agencies to review their existithgta quality policies and procedures
and, where necessary, develop new policies anstguves applicable to ISE information
that meet each of the requirements for accuradyce)anformation merger protection,
investigation of alleged errors and deficienciesl eetention of information that are set
forth in Section 5.

Section 8 of the ISE Privacy Guidelines, Redresmsguires a procedure for identifying
complaints involving Pl in the ISE and for bringitigem to the attention of the ISE
Privacy Official or designee. This individual sldbe enabled, through the agency’s
Section 5 policies and procedures, to provide ¢aeass contemplated under Section 8
and the Redress Policy Guidance, thereby furtheéhaggency’s interest in limiting
dissemination and maintenance of information inl8te to information that is accurate,
timely, relevant, and complete.

In the Federal government, there are two primaatuggs that impose data quality
requirements on Federal agencies: (1) the PrivatyfA1974, P.L. 93-579, as amended,
and (2) the Information Quality Act, Section 515Io¢ Treasury and General
Government Appropriations Act for Fiscal Year 20B1.,. 106-554 (codified at 44
U.S.C. §8 3504(d)(1) and 35189).

4The Background and Commentary section is providea @source concerning the general principles
applicable to each ISE Privacy Guidelines requiretnaeldressed. It is not a binding interpretatiblaw,
regulation, or policy.

*The Information Quality Act (IQA) requires Fedeegjencies subject to the Paperwork Reduction Act
(44 U.S.C. § 3502(1)) to issue guidelines ensuaimd) maximizing the quality, objectivity, utilitynd
integrity of information including statistical infoation disseminated by the agency. The OMB Girids|
implementing the IQA (6Federal Registe8452, February 22, 2002) define the tefisseminationto
mean “agency initiated or sponsored distributioimédrmation to the public.” Public dissemination
includes posting information on government Websséted in government manuals that are distributed to
the public. However, per the OMB Guidelines, “[@issnation does not include distribution limited to
government employees.” Consequently, the IQA de¢spply to records containing information about
individuals that Federal agencies may share onéyrially or between agencies.
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Data Quality Related Provisions of the Privacy Acbf 1974

The Privacy Act can generally be characterizedhasnanibus “code of fair information
practices®® for the collection, maintenance, use, and dissatioin of information about
individuals by Federal agencies. The Privacy Apt@atections apply to “individuals,”
which the act defines as U.S. citizens and lawéuhmnent residents (LPRY).

The majority of the Privacy Act’s provisions armiied to “records” (in paper or
electronic form) that are in a “system of recoradsintained by a Federal agency. In
order to qualify as a “record” under the Privacyt,Abe item, collection, or grouping of
information must contain an identifying particuéasigned to the individual (name,
social security number, employee number, fingeraiceprint, photograph, etc.) and be
“about” the individual (i.e., include some desariptitem of information about the
individual *® such as the individual’s education, medical histemployment history,
home address, or even any information providechbysiystem name alone; e.g.,
“Quarantined Persons”). Furthermore, the “recondist be maintained in a “system of
records,” which the Act defines as “a group of aagords under the control of any
agency from which information is retrieved by thame of the individual or by some
identifying number, symbol, or other identifyingreular assigned to the individua®”

Federal agencies that maintain systems of recouss comply with the Privacy Act’s
data quality requirements. For example, unlessgem of records is exempt (see
below), Subsection (e)(5) of the Privacy Act regsithat an agency “maintain all records
which are used by the agency in making any detextioin about any individual with

such accuracy, relevance, timeliness, and comp@sseas is reasonably necessary to
assure fairness to the individual in the deternomat®® Accuracy, timeliness, relevance,
and completeness are all elements of data qudfitgaddition, Subsection (e)(1) requires
that an agency “maintain in its records only sudbrimation about an individual as is
relevant and necessary to accomplish a purposeadency required to be
accomplished by statute or by Executive Order efRhesident®:

®1n 1972, a U.S. Department of Health, Education, \Afelfare advisory committee proposed a “Code of
Fair Information Practices.” These practices fadrtiee basis for the Privacy Act of 1974, and tH&sar
Information Practices” are embodied as principfethe Privacy Act, as well as in a number of subseg
codes related to information collection, securdyd privacy.

In some circumstances, agencies may also providaicérivacy Act protections to non-U.S. citizens
and LPRs under the terms of an international agee¢r as a matter of policy (see, for example, the
agreement with the EU involving Passenger Name iRlecand DHS Privacy Policy Guidance
Memorandum Number 2007HHS Privacy Policy Regarding Collection, Use, Réten and
Dissemination of Information on Non-U.S. Persalauary 19, 2007).

®OMB Guidelines, 40Federal Registe28,948, 28,951-2 (July 9, 1975).

Y5 U.S.C. § 552a(a)(5)

%5 U.S.C. § 552a(e)(5).

#5U.S.C. § 552a(e)(1).
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Subsection (d) of the Privacy Act requires agentoedlow individuals to access
information pertaining to them that is maintainedisystem of records and to request
that the agency amend a record if the individuéélses the information is not accurate,
relevant, timely, or complete. If the agency refito amend the record in accordance
with the request, administrative and judicial rereedare provided. Subsections (j) and
(k), however, allow agencies to exempt certain i@sfrom specified provisions of the
act, including Subsections (d), (e)(1), and (e)(5).

In enacting the Privacy Act, Congress recognizedl the application of all of the act’s
requirements to certain categories of records cbale undesirable and often
unacceptable effects upon certain agencies indhduct of necessary public business,
particularly law enforcemefftand national security agencfésConsequently, Congress
specifically authorized agencies to exempt pardical/stems of records from certain
provisions of the Privacy Act. Nonetheless, ndeysof records is automatically exempt
from any provision of the act. The agency thatntans a system must determine
whether the system may be exempted and then prateudgrule subject to the
requirements of general notice and public commemequired by the Administrative
Procedure Act, 5 U.S.C. § 551, 553 (1994). The nulist include the specific provisions
from which the system is proposed to be exemptedspacific reasons why the agency
considers the exemption necessary.

#From OMB Privacy Act Implementation, Guidelines @esponsibilities [hereinafter OMB Privacy Act
Guidelines], 40Federal Registe28,948, 28,972 (July 9,1975), concerning provisitmexempt certain
law enforcement records:

This provision allows agency heads to exempt aesgystf records compiled in the course
of an investigation of an alleged or suspectechatioh of civil laws, including violations
of the Uniform Code of Military Justice and asst&taregulations, except to the extent
that the system is more broadly exempt under theigipn covering records maintained
by an agency whose principal function pertaindhenforcement of criminal laws
(subsection (j)(2)) . This exemption was draftedause ‘[ijndividual access to certain
law enforcement files could impair investigatioparticularly those which involve
complex and continuing patterns of behavior. duld alert subjects of investigations
that their activities are being scrutinized, anasthllow them time to take measures to
prevent detection of illegal action or escape prosen.’ (House Report 93-1416, p. 19)

From OMB Privacy Act Guidelines, 48ederal Registeat 28,972, concerning provisions to exempt
certain national security records:

Useful guidance in the application of this prowisie found in the Senate Committee
report discussion of a similar provision on classifmaterials. ‘The potential for serious
damage to the national defense or foreign poliayctarise if the notice describing any
information system included categories or sourdéésformation ... or provided
individuals access to files maintained about themlhe Committee does not by [the
passage of the Privacy Act] intend to jeopardizedbllection of intelligence information
related to national defense or foreign policy, pe to inspection [classified
information] to persons who do not have an appetersecurity clearance or need to
know.’ (Senate Report 93-1183, p. 74)
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The exemption provisions are permissive; thatnsagency is authorized, but not
required, to exempt a system from all or any partbselected provisions of the Privacy
Act when an agency deems it to be in the bestastaf the government and consistent
with the act and the OMB Privacy Act Guidelirfés.

Subsection (e)(6) of the Privacy Act requires tipaior to disseminating any record
about an individual to any person other than amegeunless the dissemination is made
pursuant to Subsection (b)(2) [the Freedom of mftron Act (FOIA)] of this section,
[the agency must] make reasonable efforts to askatesuch records are accurate,
complete, timely, and relevant for agency purpdéeswhile this requirement does not
apply when information is being shared between F@gencies, it is not a provision
from which an agency can claim exemption. Consetijiean agency that has exempted
records from Subsections (d) (access and amendmuahie)(5) (accuracy, relevance,
timeliness) of the act must nevertheless make rede efforts to ensure the accuracy,
completeness, timeliness, and relevance of thedeaghen it disseminates them outside
the agency to authorized recipients, other thaardfederal agencies and FOIA
requesters.

An individual may bring a civil action against ageacy under Subsection (g)(1)(C) of
the Privacy Act if the agency “fails to maintainyarecord concerning [the] individual
with such accuracy, relevance, timeliness, and ¢et@pess as is necessary to assure
fairness in any determination relating to the dications, character, rights, or
opportunities of, or benefits to the individual tih@ay be made on the basis of such
record, and consequently a determination is madehvita adverse to the individua®

For guidance in interpreting and applying the RiyAct’s provisions, agencies should
consult the Office of Management and Budget's (ON®BYyacy Act guidance and the
case law interpreting the act.

In addition to review under the Privacy Act, OMB Merandum M-07-16Safeguarding
Against and Responding to the Breach of Persomddigtifiable Informationrequires all
Federal agencies to inventory their holdings okpeally identifiable information and to
undertake the following data quality review:

#The OMB Privacy Act Guidelines, 48ederal Registeat 28,971, reflect the need for the exercise of
agency discretion. In commenting on this provistbie House Committee noted:

The Committee also wishes to stress that this@eainot intended to require the CIA
and criminal justice agencies to withhold all the#rsonal records from the individuals to
whom they pertain. We urge those agencies to kpep whatever files are presently
open and to make available in the future whateiles €an be made available without
clearly infringing on the ability of the agenciesfulfill their missions. (House Report
93-1416, p. 19)

5 U.S.C. § 552a(e)(6).

%5 U.S.C. § 552a(g)(1)(C).
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Review Current HoldingsAgencies must now also review their current
holdings of all personally identifiable informati@md ensure, to the
maximum extent practicable, such holdings are ateurelevant, timely,
and complete, and reduce them to the minimum nape&s the proper
performance of a documented agency function....

Following this initial review, agencies must deyeknd make public a
schedule by which they will periodically update tkgiew of their
holdings. This schedule may be part of an ageray'aial review and
any consolidated publication of minor changes ofdy Act systems of
records notices.

The following is a list of authorities that may is$$SE participants in developing their
data quality policies and procedures for Pl inI®ig:

Statutes

Privacy Act of 1974, 5 U.S.C. § 552http://www.usdoj.gov/oip/privstat.htm

The Information Quality Act, 44 U.S.C. 88 3504(g)éhd 3516. (See OMB,
Information Quality: A Report to Congresspril 30, 2004, detailing implementation of
the IQA during Fiscal Year 2003.
http://www.whitehouse.gov/omb/inforeg/fy03_info_djtia rpt.pdf (See also
Congressional Research Servithe Information Quality Act: OMB’s Guidance and
Initial ImplementationSeptember 17, 2004, CRS-2).
http://www.it.ojp.gov/documents/CRS 1Q_Act OMB_Gaitte and
Implementation.pdf

Health Insurance Portability and Accountability A¢t1996 (HIPAA),August 21, 1996
http://aspe.hhs.gov/admnsimp/pl104191.htm

Gramm-Leach-Bliley Act (GLB),15 U.S.C. § 68(tttp://www.ftc.gov/privacy/glbact
/glbsubl.htm

Paperwork Reduction AcRublic Law 104-13, 44 U.S.C. § 3561.seq
http://www.archives.qov/Federal-register/laws/pagek-reduction/

National Archives and Records Administration, 48IE. § 210%t seq.
http://www.archives.gov/about/laws/nara.html#¢erabling legislation requiring NARA
to determine data retention issues).

Regulations and Guidelines

Office of Management and Budget (OMBJidelines for Ensuring and Maximizing the
Quiality, Objectivity, Utility, and Integrity of Inofmation Disseminated by Federal
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Agencies; Republicatiqio7 Federal RegisteNo. 36, at 8452-60.
http://www.whitehouse.gov/omb/fedreqg/reproducibbe?.

28 CFR Part 23http://www.it.ojp.gov/documents/28CFR_Part_23.PQEquirements
for Crime Control Act-funded criminal intelligensgstems).

Standards for Privacy of Individually Identifiabtéealth Information*Privacy Rule”),
45 CFR Parts 160 and 16#4ttp://www.hhs.gov/ocr/combinedregtext.pdf

Gramm-Leach-Bliley Privacy Regulatigri CFR § 313, 6bederal RegisteB3646
(May 24, 2000).http://www.infolinkscreening.com/InfoLink/Resouréesgallssues
[Privacylssues.pdf

Policy Guidance and Standards

OMB Privacy Act Implementation, Guidelines and Resjmilitges, 40 Federal Register
28948, 28965 (July 9, 1975http://www.whitehouse.gov/omb/inforeg/implementatio
quidelines.pdf

Implementation of the Privacy Act of 1974, SupplealeGuidance40Federal Register
5674, (December 4, 1975).
http://www.whitehouse.gov/omb/inforeg/implementati®74.pdf

Appendix | to OMB Circular No. A-13(5ederal Agency Responsibilities for
Maintaining Records About Individual&ittp://www.whitehouse.gov/omb/circulars
/a130/al30appendix_i.html

OMB Privacy Act Guidance-Update(May 24, 1985).http://www.whitehouse.gov/omb
/inforeg/quidance1985.pdf

Final Guidance Interpreting the Provisions of P@hliaw 100-503, the Computer
Matching and Privacy Protection Act of 1988 Federal RegisteR5818
(June 16, 1989ttp://www.whitehouse.gov/omb/inforeg/final_guidanpl100-503.pdf

OMB M-05-15,FY 2005 Reporting Instructions for the Federal mfation Security
Management Act (FISMA) and Agency Privacy Managéfdene 13, 2005).
http://www.whitehouse.gov/omb/memoranda/fy2005/mMGIatm|

OMB M03-02,0MB Guidance for Implementing the Privacy Provisiah the
E-Government Act of 200&eptember 30, 2003).
http://www.whitehouse.gov/omb/memoranda/m03-22.html

OMB M-01-05,Guidance on Inter-Agency Sharing of Personal Daeaietecting
Personal Privacy(December 20, 2000).
http://www.whitehouse.gov/omb/memoranda/m01-05.html
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OMB M-99-05 Instructions on Complying With President’'s Menmmiam of May 14,
1998, “Privacy and Personal Information in FedeR¢écords”(January 7, 1999).
http://www.whitehouse.gov/omb/memoranda/m99-05.html

OMB Circular A-130, Appendix IFFederal Agency Responsibilities for Maintaining
Records About Individualshttp://www.whitehouse.gov/omb/circulars/al130
/al30appendix i.html

OMB M-07-16,Safeguarding Against and Responding to the Bre&étersonally
Identifiable Information http://www.whitehouse.gov/omb/memoranda
[fy2007/m07-16.pdfrequiring Federal agencies to review their datdihgs and ensure
data quality requirements are being met).

DOJ Overview of the Privacy Act of 197dttp://www.usdoj.gov/oip/04 7 _1.htnflinks
to discussion and citations to court decisionspreging agency Privacy Act of 1974
data quality requirements).

DOJ’s Global Justice Information Sharing Initiati®eivacy, Civil Rights, and Civil

Liberties Policy Templates for Justice Informateystemg§September 2006), at pp. 4

and 17.

http://www.it.ojp.gov/documents/Privacy_Civil_Rightand_Civil_Liberties _Policy
Templates.pdf

DOJ’s Global Justice Information Sharing Initiati®ivacy Policy Development Guide
and Implementation Templated,pp. 7—11, October 2006&ittp://it.ojp.gov/documents
[Privacy Guide_Final.pdf

DOJ’s Global Justice Information Sharing Initiati¢&obal Privacy and Information
Quality Working GroupPrivacy and Information Quality Policy Developmémt the
Justice Decision MakdiSeptember 2005).
https://it.ojp.gov/documents/200411 global privacy

document.pdf

DOJ’s Global Justice Information Sharing Initiatitgformation Quality: The
Foundation for Justice Decision Makirig§ebruary 2007).
https://it.ojp.gov/documents/IQ Fact Sheet Findl.pd

DOJ’s Global Justice Information Sharing Initiatieision Center Guidelines:
Developing and Sharingpformation and Intelligence in a New Era.
http://it.ojp.gov/documents/fusion_center_guidetin@w_enforcement.pdf

lllinois 1JIS Privacy Policy Subcommittee report Brivacy Issues Confronting the

Sharing of Justice Information in an Integratedtizes Environmentat p. 3 (October

2005).http://www.icjia.state.il.us/iijis/public/pdf/PRVRV_commiteelssues
September2006.pdf
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DOJ Office of the Inspector GenerRleview of the Terrorist Screening Center’s Efforts
to Support the Secure Flight Prograat p. 24.
http://www.usdoj.gov/oig/reports/FBI/a0534/finalfddiscussing data quality issues at
the Terrorist Screening Center).

U.S. Government Accountability Office (GA)gency and Reseller Adherence to Key
Privacy Principles(April 2006). http://www.gao.gov/highlights/d06421high.pdf

GAO, Key Federal Privacy Laws Do Not Require Informatioesellers to Safeguard All
Sensitive DatgJune 2006) http://www.gao.gov/highlights/d06674high.pdf

GAO Highlights,Agencies and Resellers Vary in Providing PrivacgtBctions
(April 2006). http://www.gao.gov/new.items/d06609t.pdf

Other GAO privacy-related testimony and reportsloamound at:http://www.gao.gov
/docsearch/app processform.php?app id=docdblitesemrch&submit=search&topic
search=Privacy
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RESOURCES AND TOOLS

In crafting any needed ISE data quality policied procedures for protected information
(P1) in the ISE, agencies may wish to adopt sontéefollowing suggested approaches
and considerations:

1. Consider whether data quality reviews conductedymant to other
requirements are current and appropriate in theck8text, such as:
a. Computer Matching Agreement
b. Privacy Impact Assessment
c. Memorandum of Understanding
d. OMB Memorandum M-07-16 (May 22, 2007)

2. Articulate a process to identify priority areas filata quality review,
such as:

a. Plresiding in systems of records subject to tha daality
requirements of the Privacy Act (i.e., records tratnot exempt
from the Privacy Act’s data quality requirements).

b. Pl residing in information systems subject to theadjuality
requirements contained in international agreements.

c. Circumstances in which an erroneous record cogdltren an
erroneous decision (versus circumstances perméitirange of
accuracy).

d. Circumstances in which subjective findings areaaltand
assessment of the author’s expertise bears oreendeation
regarding data quality.

3. Articulate a process to evaluate Pl in context wither existing
records to detect inconsistencies or other conaarost accuracy.

4. Articulate a process for evaluating the integritylata matching and
merging activities vis-a-vis the identity of thecoed subject.

5. Articulate a process for correcting, supplementorgannotating
erroneous or deficient Pl reported to the agen&/R8vacy Official
(regardless of any exemption from data quality déads that may

apply).

6. Articulate a process to prevent the use or dissatioim of erroneous
or deficient PI.

7. Articulate a process to notify a providing or reteg agency’s ISE
Privacy Official of errors, changes, clarifying@ntrary information,
or information alerting the recipient agency togibke limitations on
the accuracy of the data, such as:
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a. Including contrary or qualifying information in cgdto clarify the
information in the record.

b. Clearly identifying opinions as such.

c. ldentifying and advising recipients regarding relsothat are of
questionable accuracy or have known limits on thegurac§’
(see also Notice Mechanisms Guidance).

d. Including in the record a concise statement of déisggreement
submitted by a record subject, when appropfate.

e. Providing the last date on which the record wasereed for
accuracy.

8. Articulate a process to ensure timeliness of recandintained and
shared, such as:

a. Refraining from disseminating information knownbi®
outdated’’

b. Reuvisiting data retention schedules to determinetiadr shorter
retention periods will reduce the number of outdaieirrelevant
records®

c. Developing procedures for handling criminal histoggord
information that has been sealed or expunged bst coder.

9. Articulate a process to create an accounting & datlity reviews,
identifying the reviewer and dates of correctiotic®to providing or
recipient agency ISE Privacy Officials.

2’OMB Guidelines supra,at 40Federal RegisteR8965.
81d. at 28959.

#llinois 1J1S Privacy Policy Subcommittee report Brivacy Issues Confronting the Sharing of Justice

Information in an Integrated Justice Environmeattp. 3 (September 2006) (hereafter “lllinoisSIArivacy

Policy Subcommittee™http://www.icjia.state.il.us/iijis/public/pdf/PRVRV_commiteelssues
September2006.pdf

*llinois 1J1S Privacy Policy Subcommittesupra,at p. 3.
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DATA SECURITY

GUIDANCE
Requirement

The Information Sharing Environment (ISE) Privaayi@®lines, at Section 6, provide the
following Data Security requirement:

Each agency shall use appropriate physical, teahrdod administrative
measures to safeguard protected information shithredgh the ISE from
unauthorized access, disclosure, modification, oisdestruction.

Purpose

This document does not create new or modify exggplicy but rather provides

guidance interpreting the above ISE Privacy Gumndsirequirement and outlines possible
methods or “best practices” to assist agenciesipldmenting this requirement. This
guidance will be supplemented as the ISE maturéo#rer technological
recommendations are implemented.

General

To ensure the viability of the ISE and its usetha purposes intended, protected
informatior’* and associated information technology systems brisafeguarded from
unauthorized access, disclosure, modification, oisdestruction.

The governing legal and regulatory security framewwescribes the process for
determining the information security categories assbciated information security
controls applicable in specific operating enviromtse This legal and regulatory
framework establishes the core elements for ageriegmation assurance policies.

This guidance identifies the security standardsdbpaly to Federal civilian, military, and
intelligence information systems.

3section 1(b) of the ISE Privacy Guidelines defipastected informatioras “information about

United States citizens and lawful permanent re¢g#rat is subject to information privacy or otleggal
protections under the Constitution and Federal lafabe United States. For the intelligence comityun
protected information includes information abounitéd States persons’ as defined in Executive Order
12333. Protected information may also include oth@rmation that the U.S. Government expressly
determines by Executive Order, international agesgnor other similar instrument, should be covérgd
these Guidelines.”
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Core Elements

1. Non-National Security Systems
a. Security categorization standards ( low-, modeydigth-impact)
» Standards for the Security Categorization of Fetlera
Information and Information Syster(iSIST/FIPS 199)
b. Minimum security requirements (keyed to system ichgategory)
* Minimum Security Requirements for Federal Informatnd
Information System@IST/FIPS 200)
c. Implementation of controls (keyed to minimum setyuri
requirements)
 Recommended Security Controls for Federal Inforomati
SystemgNIST/SP 800-53)

2. National Security Systems

a. Defense Information Assurance Certification/Acctation
Process (DIACAP)

b. National Information Assurance Certification/Accitation
Process (NIACAP)

c. Director of Central Intelligence Directive (CID)3(Protecting
Sensitive Compartmented Information Within InfolioraSystems

d. National Information Assurance Policy No. 11 (NS$FSNo. 11)
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BACKGROUND AND COMMENTARY 32

Introduction:

Section 6 of the ISE Privacy Guidelines providesftillowing Data Security
requirement:

Each agency shall use appropriate physical, teahrdod administrative
measures as required by law and policy to safequartected information
in the ISE from unauthorized access, disclosuralification, use, or
destruction.

All Federal government systems involved in the tperate within environments that
impose specific physical, technical, and administearequirements that will be
applicable to protected information (PI) sharethe ISE. Therefore, the purpose of this
document is to identify the applicable computerusiég requirements and suggest that
participants in the ISE renew their focus and aitento this critical issue in order to
safeguard PI in the ISE from unauthorized accassla$ure, modification, use, or
destruction.

Federal Information and Information System Security Requirements

The Federal Information Security Management Ac6(#A) of 2002 (Title 11l of the
E-Government Act of 2002) requires that all Fedag@ncies develop and implement
agency-wide information security programs. Diffarg/pes of systems, however, are
governed by different security regimes. FISMA riegsithat all agencies protect Federal
information and information systems in any fornmeé¢tronic, paper, etc.) and follow the
standards and guidelifésleveloped by the National Institute of Standari$ a

%2The Background and Commentary section is provideal @source concerning the general principles
applicable to each ISE Privacy Guidelines requiretnagldressed. It is not a binding interpretatiblaw,
regulation, or policy.

33Under certain circumstances, other Federal statnggsimpose general security requirements on Federa
agencies. These regulations and any new contreysdreate do not preclude agency responsibitities
implement FISMA. For example, the Privacy Act 8f7# requires that agencies that maintain informatio
in a system of records must:

Establish appropriate administrative, technicafl physical safeguards to insusi] the
security and confidentiality of records and to pobtagainst any anticipated threats or
hazards to their security or integrity which cotégult in substantial harm,
embarrassment, inconvenience, or unfairness tanalijidual on whom information is
maintained. 5 U.S.C. § 552a(e)(10)

Additionally, there exist “sectoral” regulationsatiimpose security requirements on entities thatllea
specific types of information; e.g., health, finexicand criminal intelligence. Se¢ealth Insurance
Reform: Security Standards; Final Riek.a. the HIPAA Security Ruledb CFR Parts 160, 162, and 164
(“standards for the security of electronic progechealth information to be implemented by healimg,
health care clearinghouses, and certain healthprakeders”), at
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Technology (NIST}* FISMA, however, exempts national security systemssefined

in 44 U.S.C. 8 3542(b)(2), from NIST requiremen®er National Security Directive
No. 42, national security systems are governecebyrity policies issued by the
Committee on National Security Systems and thedbireof the National Security
Agency. Therefore, this paper will address appleaecurity requirements for (1) non-
national security systems and (2) national secsggistems.

1. Non-National Security Systems

FISMA required NIST to develop Federal securityegairization standards for
Federal information and information systems acecwydo impact levels. Therefore,
in February of 2004, NIST issued Federal Infornmatvocessing Standards (FIPS)
199, Standards for the Security Categorization of FetlerBormation and
Information SystemsFIPS 199 requires that agencies categorize itifermation
systems as low-impact, moderate-impact, or highachps a starting point for
ensuring the confidentiality, integrity, and avhilday of information in the system.

After agencies categorize their system securitgaesing FIPS 199, they are
required to follow the mandatory security requiratsecontained in FIPS Publication
200,Minimum Security Requirements for Federal Inforimaiind Information
SystemsFIPS 200 provides minimum security requirement$iederal information
and information systems and establishes a riskebpisicess for determining the
security controls necessary to ensure compliantetivose requirements.

2. National Security Systems

As mentioned previously, FISMA specifically exempttional security systems
from NIST requirement®®> FISMA defines the termational security systet

44 U.S.C. § 3542(b)(2). NIST Special Publicati®®-&9,Guideline for Identifying
an Information System as a National Security Sygfergust 2003), assists agencies
in identifying when they are operating a natioreadgity system.

http://www.hipaadvisory.com/regs/finalsecurity/fisecurity.txt Gramm-Leach-BlileyStandards for
Safeguarding Customer Information; Final Rul® CFR Part 314 (establishing “standards relating
administrative, technical, and physical informatsaieguards for financial institutions subject E&deral
Trade Commission jurisdiction) http://www.ftc.gov/0s/2002/05/67fr36585.p@nd Criminal Intelligence
System Operating Policies, 28 CFR §23.20(g), winighose information security requirements on Crime
Control Act-funded criminal intelligence systentgtp://www.iir.com/28cfr/guideline.htm

34 “NIST is a non-regulatory Federal agency in th8 .LCommerce Department’s Technology
Administration. NIST’s mission is to promote UiBnovation and industrial competitiveness by
advancing measurement science, standards, andtegkiin ways that enhance economic security and
improve our quality of life.” http://www.nist.gov/public_affairs/general2.htm

¥Nothing in this Act (including any amendment mdsethis Act) shall supersede any authority of the
Secretary of Defense, the Director of Central ligehce, or other agency head, as authorized byafaiv
as directed by the President, with regard to theatfon, control, or management of national segurit
systems, as defined by Section 3542(b)(2) of BileUnited States Code3ee44 U.S.C. § 3549(c)(1).
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Agencies that deploy national security systems igdiyeollow one of two different
security methodologies: DoD Information Assuranegti@ication and Accreditation
Process (DIACAP) or National Information Assura@mtification and

Accreditation Process (NIACAP). With respect toiam types of intelligence
information, agencies are also required to meesduearrity requirements contained in
Director of Central Intelligence Directive (DCID)J3 Protecting Sensitive
Compartmented Information Within Information Syst&t

a. DIACAP

DIACAP® is the U.S. Department of Defense (DoD) informatio
assurance (lA) certification and accreditation (Q&#hocess.
DIACAP applies to both classified and unclassitfe®oD
information system&’ DIACAP is generally used only by defense
agencie$? but civilian agencies sometimes apply DIACAP pipihes
to their own C&A processes when not inconsisterl \WIST
guidance.

b. NIACAP

NIACAP is based on the National Security Telecomivations and
Information System Security Instruction known asIN&S| No.
1000*' NIACAP establishes the minimum national standéods
certifying and accrediting certain national segusiystems. It is used
in some form by the U.S. Department of State
(http://www.state.gov/m/irm/rls/rm/21907.hynhe U.S. Department

%%This document can be found http:/ftp.fas.org/irp/offdocs/DCID 6-3 20Manuahit

3'DITSCAP was DIACAP's predecessor methodology. DMCsuperseded DITSCAP.

3FISMA specifically exempts DoD unclassified systefnosn the NIST guidance requirements that
generally apply to unclassified systen®&ee44 U.S.C. § 3543(c)(1).

¥DoD Instruction Number 5200.40, at 2, § 2.3 (“Shagply to the acquisition, operation and sustairtmen
of any DoD system that collects, stores, transroitgrocesses unclassified or classified infornmatiti
applies to any IT or information system life cydle;luding the development of new IT systems, the
incorporation of IT systems into an infrastructure incorporation of IT systems outside the
infrastructure, the development of prototype ITtegss, the reconfiguration or upgrade of existingtams,
and legacy systems.”)

“DITSCAP “[a]pplies to the Office of the Secretafylefense (OSD), the Military Departments, the
Chairman of the Joint Chiefs of Staff, the Comba@wommands, the Inspector General of the Department
of Defense (IG, DoD), the Defense Agencies, andbb Field Activities (hereafter referred to
collectively as “the DoD Components”), their corta's, and agents.” DoD Instruction Number 5200.40
Information Technology Security Certification andcfeditation Process (DITSCAPat 2, December

1997.

“This document can be found http://www.cnss.gov/Assets/pdf/nstissi_1000.pdf

Version 1.0 Page D5 of D10 February 11, 2008



of the Treasury, the U.S. Department of Energy Ut Department
of Justice, and others as the methodology for ptioig their national
security systems. NIACAP is not used by DoD or rher of the
Intelligence Community who process Sensitive Cormpantalized
Information (SCI).

c. Central Intelligence Directive 6/3

The Director of Central Intelligence issued Cenln&tlligence Directive
(DCID) 6/3,Protecting Sensitive Compartmented Information With
Information Systerfi$ to establish uniform security guidance and
requirements for ensuring adequate protection n&ifee

Compartmentalized Information (SCI) and informatumed in Special Access
Programs (SAPs). SCI refers to a method by whestam types of classified
information must be handled. It applies primatdyinformation regarding
national security issues or programs that haveyeiobeen publicly
acknowledged. SAPs are programs that require@xliraary security
requirement§?

42This document can be foundtatp:/ftp.fas.org/irp/offdocs/DCID_6-3 20Manuahht

“Army Regulation 380-385pecial Access Programathttp://www.fas.org/irp/doddir/army/ar380-381-
old.pdf, provides the following examples of SAPEL) a specific technology with potential for
weaponization that gives the United States a s@mif technical lead or tactical advantage oveeipkl
adversaries; (2) sensitive technology that is dafigwulnerable to foreign intelligence exploitarti
without special protection; (3) an emerging tecbgg| proposed operation, or intelligence activigking
the compromise of other SAPs; (4) exposure of §gasactivities that could jeopardize the liveds.
citizens; (5) a capability that is so unique orsstive that it requires protection beyond normalqadures;
(6) an extremely sensitive activity requiring spégrotection from disclosure to prevent significan
damage to national security or the reputation @résts of the United States; (7) methods usedduoiee
foreign technology or equipment; and (8) sensisivpport to DOD and non-DOD agencies.

Version 1.0 Page D6 of D10 February 11, 2008



The following is a list of authorities that may is$$SE participants in developing their
data security policies and procedures for Pl inl§te

Statutes

Privacy Act of 19745 U.S.C. 8§ 552a(e)(1@equiring that system of records owners
establish appropriate administrative, technicad, plimysical safeguards to ensure the
security and confidentiality of records).
http://www.law.cornell.edu/uscode/html/uscode05/gsr 05 _00000552----000-.html

Federal Information Security Management §eiSMA), 44 U.S.C. § 354#t seq.
(requiring civilian Federal information systemdatdow computer security guidance
issued by the National Institute of Standards aachiology [NIST]).
http://www4.law.cornell.edu/uscode/html/uscode4d/sec_44 00003541----000-.html

Clinger-Cohen Act of 199610 U.S.C. 8§ 140&t seq, Public Law 104-106,
http://frwvebgate.access.gpo.gov/cgi-bin/getdocdigiame=104 cong
public_laws&docid=f:publ106.104s amended by Public Law 104-208,
http://frwvebgate.access.gpo.gov/cgi-bin/getdocaigiame=104_cong_public
laws&docid=f:publ208.104.pdivhich amended Public Law 104-106.

Regulations

Health Insurance Reform: Security Standards; FiRale(a.k.a. the HIPAA Security
Rule), 45 CFR Parts 160, 162, and 164 (“standandhé security of electronic
protected health information to be implemented &slth plans, health care
clearinghouses, and certain health care providers”)
http://www.hipaadvisory.com/regs/finalsecurity/fisecurity.txt

Gramme-Leach BlileyStandards for Safeguarding Customer InformatiomaFRule
16 CFR Part 314, (establishing “standards relatrgdministrative, technical, and
physical information safeguards for financial ingions subject to” Federal Trade
Commission jurisdiction).

http://www.ftc.gov/0s/2002/05/67fr36585.pdf

28 CFR § 23.20(g) (imposing security requirememntgrminal intelligence systems).
http://www.it.ojp.gov/documents/28CFR_Part 23.PDF

Policy Guidance and Standards

NIST Publications.
http://www.nist.gov/public affairs/pubs.htm

OMB Circular A-130Management of Federal Information Resources
http://www.whitehouse.gov/omb/circulars/al130/al8084.pdfand OMB Memorandum
M-07-19,FY 2007 Reporting Instructions for the Federal miation Security
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Management Act and Agency Privacy Management.
http://www.whitehouse.gov/omb/memoranda/fy2007/mMQ7pdf

DoD Instruction Number 5200.40.
http://csrc.nist.gov/groups/SMA/fasp/documents/dRaABSP/i520040p.pdf

National Information Assurance Certification andcfeditation Process (NIACAP).
http://www.cnss.gov/Assets/pdf/nstissi_1000.pdf

Director of Central Intelligence Directive 6/Brotecting Sensitive Compartmented
Information Within Information Systems
http://ftp.fas.org/irp/offdocs/DCID_6-3_20Manuahfnt

National Information Assurance Acquisition PolidySTISSP No. 11).
http://www.cnss.gov/Assets/pdf/nstissp_11 fs.pdf

National Security Directive No. 42.
http://www.cnss.gov/Assets/pdf/CNSSD-900.pdf
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RESOURCES AND TOOLS

The following information may assist agencies mewing their policy issuances and
compliance directives regarding the data secueiguirements appropriate to their
operating environments:

Definition of National Security System (NSS):

1. Federal Information Security Management Act (FISMAR002
(Title 11l of the E-Government Act of 2002), 44 UGS § 3542(b)(2):
a. Definition—In this subtitle, the termational security system

means any telecommunications or information sysiperated by

the United States government,

(i) The function, operation, or use of which—

(@) Involves intelligence activities;

(b) Involves cryptologic activities related to national
security;

(c) Involves command and control of military forces;

(d) Involves equipment that is an integral part of apan or
weapons system; or

(e) Subject to Subsection (b), is critical to the direc
fulfillment of military or intelligence missions.

(i) Is protected at all times by procedures esshield for
information that have been specifically authorineder
criteria established by an Executive Order or ahdkc
Congress to be kept classified in the interestatibnal defense
or foreign policy.

b. Limitation—Subsection (b)(2)(i)(e) does not inclualsystem that
is to be used for routine administrative and bussregpplications
(including payroll, finance, logistics, and persehmanagement
applications).

2. DIACAP
a. Applies to unclassified, as well as to classifieeCDinformation
systems.
b. Civilian agencies often apply DIACAP principlesdertification
and accreditation processes when not inconsistemiNIST
guidance.

3. NIACAP
a. Agencies following NIACAP to certify and accrediSSs include
but are not limited to:
i. U.S. Department of State (blended with NIST gui@gnc
ii. U.S. Department of the Treasury
iii. U.S. Department of Energy
iv. U.S. Department of Justice
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b. NIACAP is not appropriate for application to system
administering Sensitive Compartmentalized Inforora(SCl),
such as those residing within DoD or at the variotslligence
Community agencies.

4. DCID 6/3
* Applicable to information systems administering Sewe
Compartmentalized Information (SCI) and informatised in
Special Access Programs (SAPS).

5. NSTISSP-11
* Applicable to the acquisition of information tecthogy products
for all systems entering, processing, storing, ldigpg, or
transmitting national security information.
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ACCOUNTABILITY, ENFORCEMENT, AND AUDIT

GUIDANCE
Requirement

The Information Sharing Environment (ISE) Privaayi@®lines, at Section 7, provide the
following Accountability, Enforcement, and Auditgq@rements:

a. ProceduresEach agency shall modify existing policies and
procedures or adopt new ones, as appropriate riegjtihe agency to:

(i) Have and enforce policies for reporting, investiggtand
responding to violations of agency policies relgtia protected
information, including taking appropriate actionewhviolations
are found,;

(i) Provide training to personnel authorized to shaotegted
information through the ISE regarding the agencgtpiirements
and policies for collection, use, and disclosurerotected
information and, as appropriate, for reporting &imns of
agency privacy-protection policies;

(i) Cooperate with audits and reviews by officials with
responsibility for providing oversight with respéctthe ISE;
and

(iv) Designate each agency’s ISE privacy official tceree reports
(or copies thereof if the agency already has agdesed recipient
of such reports) regarding alleged errors in ptegtinformation
that originate from that agency.

b. Audit Each agency shall implement adequate reviewaadd
mechanisms to enable the agency’s ISE privacyiaffand other
authorized officials to verify that the agency atsdoersonnel are
complying with these Guidelines in the developnard use of the
ISE.

Purpose

This document does not create new or modify exagpiolicy but rather provides

guidance interpreting the above ISE Privacy Gumdsirequirement and outlines possible
methods or “best practices” to assist agenciesipldmenting this requirement. This
guidance will be supplemented as the ISE maturéstrer technological
recommendations are implemented.
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General

The policies, procedures, and mechanisms goveths{SE are designed to protect the
privacy and other legal rights of Americans anérsure the timely availability and
utility of protected information. To ensure thesels are achieved, agencies are
encouraged to integrate enhanced accountabilifgreament, and audit policies and
practices for protected information (Pl)n the ISE with existing agency compliance
verification mechanisms. Where necessary, agesbi@sld develop compliance
verification mechanisms specific to their ISE aitiés. In either case, to ensure an
adequate compliance policy/program, agencies shamidider incorporating the
following core elements:

Core Elements

1. Policy framework that addresses:

a. Training of personnel authorized to handle Pl i IBE.

b. Reporting of violations of agency privacy proteatjaolicies.

c. Investigating identified/reported violations of agg privacy
protection policies.

d. Responding to identified/reported violations of mgyeprivacy
protection policies.

e. Cooperating with audits and reviews by appropriltiernal and
external audit and oversight authorities.

f. Measures ensuring that the agency ISE privacyiaffieceives
copies of all reports/notices regarding allegedrsrm Pl content
that the agency has disseminated in the ISE.

2. Audit:
Program review framework/inspection process fomngrang
compliance with the ISE Privacy Guidelines in tbkdwing areas
(ISE Privacy Guidelines section identified):

a. Compliance with laws [Section 2]
(Compliance with general and specific laws appliedb the
agency)

b. Purpose limitation (terrorism-related) [Section 3]

c. ldentification of PI [Section 4(a)]

d. Notice mechanisms [Section 4(b)]

e. Data quality [Section 5]

f. Data security [Section 6]

g. Accountability, enforcement, and audit [Section 7]

4 Section 1(b) of the ISE Privacy Guidelines defipmtected informatioras “information about

United States citizens and lawful permanent regg#rat is subject to information privacy or otleggal
protections under the Constitution and Federal lafbe United States. For the intelligence comityun
protected information includes information abounitéd States persons’ as defined in Executive Order
12333. Protected information may also include oth@rmation that the U.S. Government expressly
determines by Executive Order, international agesgtnor other similar instrument, should be covérgd
these Guidelines.”
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h. Redress [Section 8]

i. Execution, training, and technology [Section 9]
J.  Public awareness of agency policies and [Sedtin
Procedures
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BACKGROUND AND COMMENTARY

Purpose

The purpose of this document is to identify anduks potential methods and tools that
will enable agencies to comply with the accountghienforcement, and audit
requirements set forth in Section 7 of the ISE &wGuidelines. There are many
existing Federal requirements and processes tleatcags can use to conduct effective
audit and oversight of compliance with the ISE Beiv Guidelines:

1. Identify the Persons Assigned to Privacy and Qilbkrties Roles:

a. Section 12(a) of the ISE Privacy Guidelines requthat “[e]ach
agency’s senior official with overall agency-widesponsibility for
information privacy issues (as designated by statutExecutive
Order, or as otherwise identified in response ¢oGiffice of
Management and Budget (OMB) Memorandum M-05%)&fated
February 11, 2005), shall [unless another offimdletter situated
to perform this role] directly oversee the agendyiplementation
of and compliance with these Guidelines (ISE Pyvatficial).”*’

b. The ISE Privacy Guidelines further state that ®ié Privacy
Official shall be responsible for ensuring tha) the agency’s
policies, procedures, and systems are appropridesigned and
executed in compliance with these guidelines, ahdHanges are
made as necessar%f.”

c. In most instances, the ISE Privacy Official’'s datweill be handled
by each agency’s statutory privacy officer or tleespn appointed
as the Senior Agency Official for Privacy (SAOP-den OMB
M-05-08. Some agencies, however, also have separat

*5 The Background and Commentary section is provated resource concerning the general principles
applicable to each ISE Privacy Guidelines requirgnagldressed. It is not a binding interpretatiblaw,
regulation, or policy.

6 OMB Memorandum 05-08 (M-05-08Resignation of Senior Agency Official for Privacgquires that
each executive department and agency appoint @/S&gency Official for Privacy to oversee privacy
development and implementation. OMB guidance $igadly requires that the Official’s role “include
reviewing the agency’s information privacy procezhito ensure that they are comprehensive and up-to-
date, and where additional or revised procedurgsbaaalled for, working with the relevant agency
offices in the consideration, adoption, and implatagon of such proceduresOMB M-05-08 also
requires that this official review existing depagtmal and component-level privacy policies and
procedures to “ensure the agency’s full compliance with Fedenaklaegulations, and policies relating to
information privacy, such as the Privacy Act.”

*"ISE Privacy Guidelines, Section 12(a).

*8“The ISE Privacy Official should be familiar withe agency’s activities as they relate to the ISE,
possess all necessary security clearances, angibed the authority and resources, as approptaate,
identify and address privacy and other legal issuiséng out of the agency’s participation in tis&l
Such authority should be exercised in coordinatith the agency’s [senior ISE official].” ISE Priss
Guidelines, Section 12(a).
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components (e.g., the U.S. Department of Homelaudi&y
[DHS] Office for Civil Rights and Civil Libertiesthat handle civil
rights and civil liberties issues (e.g., racialfpmg) that are
beyond the scope of the duties of statutory and e&btiiired
privacy officials. In addition to appointing anB3rivacy

Official, these agencies may want to consider aptpaj an ISE
point person from civil rights and civil libertiedfices where those
functions are separate from the SAOP or the statyidvacy
officer duties.

2. Leverage Existing Agency Training Programs:

a. OMB M-05-08 privacy officials (who have assumed toke of
ISE Privacy Official in most agencies) are alsoursgf to “ensure
the agency’s employees and contractors receiveopppte
training and education regarding the informationamy laws,
regulations, policies, and procedures governingatiency’s
handling of personal information.”

b. Agencies generally provide specialized trainingwréspect to one
or more of the following: Privacy Act, Freedominformation
Act, E-Government Act, the handling of Sensitiveé Daclassified
(proposed as Controlled Unclassified InformatiotJ[[} and
classified information, and/or computer securityuieements.

c. These existing training procedures could be enlthrnvelere
necessary, to do the following:

i.  Ensure employee awareness of proper access, use, an
disclosure of Pl in the ISE.

ii.  Provide training for personnel in agency policies f
reporting noncompliance with agency-developed ISE
policies and procedures.

iii.  Ensure that employees are aware of penalties femsaiof
information in the ISE.

iv.  Use existing or develop modified agency policies fo
reporting violations of agency ISE privacy and ottigil
liberties protection policies to designated autiesiwithin
the agency.

3. Leverage Existing Internal Agency Processes, Rdiand Procedures,
and Oversight Resources:
a. ProcessesExisting privacy and other review processes and
resources could be leveraged as part of ISE oversigch as:
i.  Information sharing review boards or councils.
ii.  Privacy Impact Assessment processes.
ii.  Civil rights and civil liberties office review (wie separate
from the M-05-08 or Privacy Officer functions).
iv.  Data integrity boards.
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v. National Security Systems participating in the (2B
leverage the security controls, safeguards, stdsdand
countermeasures being defined by both the Comnutiee
National Security Systems (CNSS) and the Director o
National Intelligence (DNI) Certification and Accligation
(C&A) Transformation initiatives. These initiativesnbrace
the National Institute of Standards and Technoldy$T)
Risk Management Framework (RMF) as outlined in &pec

Publication 800.53.

b. Policies and Procedure&xisting policies and procedures
regarding the handling, sharing, and use of sersiiformation
may provide for oversight, audit, and accountabfiir PI, but if
they do not, they should be amended to provideetpdlicies

and procedures. Where necessary and as appropnede
amendments could provide for the following withpest to

information used and shared in the ISE:

i.  Maintenance of records that are available for neaSie
audit and inspection by appropriate officials otités*°
ii.  “[llnspection and audit in such a manner so agtbegt the

confidentiality and sensitivity of participatingeagcy

criminal intelligence information

iii.  Encouragement of active agency employee participati
oversight, enforcement, auditing, and compliance.

iv.  Periodic reviews of the content of Pl disseminated
received in the ISE in order to ensure compliantk the

ISE Privacy Guidelines.

v. Random auditing of audit trails and other inforroati
maintained regarding the agency’s use and disséionnaf

Pl in the ISE>!

c. Oversight ResourcesAgency Inspectors General—In addition to
ISE privacy officials (who will generally have owgght but not

49 Agency-specific authorities and mission may detrenthe information to be captured in transaction
logs; i.e., the operations, recipients, or commatinnis about which the agency will maintain audéab
records. For example, U.S. Department of Justiceléd systems maintaining “criminal intelligence
information” must maintain records indicating “whas been given information, the reason for reledse

the information, and the date of each dissemindtidee 28 CFR § 23.20(g).

¥ See U.S Department of Justice, 28 CFR § 23.20(migh states that:

A participating agency of an interjurisdictionatetigence system must maintain in its agency
files information which documents each submissamthe system and supports compliance with
project entry criteria. Participating agency filagporting system submissions must be made
available for reasonable audit and inspection loyegt representatives. Project representatives
will conduct participating agency inspection andiain such a manner so as to protect the

confidentiality and sensitivity of participatingexcy intelligence records.

*! |nstitute for Intergovernmental Resear2B,CFR Part 23 Sample Operating Policies and Proces,

http://www.iir.com/28cfr/SampleOperatingPoliciestpd
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auditing functions), most of the Federal particiggan the ISE

have their own Inspector General’s Office. Thepbtwtors General

conduct and supervise audits and investigatiordingl to the

programs and operations of the organizations fachkvthey are

responsible. They also recommend policies fovaes designed

to promote economy, efficiency, and effectivenesthe

administration of the programs they over3ee.

I. Inspectors General can help to ensure that thein@ags
comply with the ISE Privacy Guidelines.

il. Investigations of suspected violations should “fcu
principally on systemic measures to avoid future
violations.™?

4. Use Existing Tools Available for Implementing Auditd Review
Mechanisms to Ensure Accountability, Enforcemend, Audit, such as
strong audit trails* As emphasized in the Markle Foundation report,
strong audit trails (or logs) are needed to enpuweection of privacy
and civil liberties in the ISE> An audit trail is “a record showing who
has accessed an IT system and what operationséndas performed
during a given period® The audit trail, primarily established for
security purposes, allows the project [agencytdok the file, maintain
compliance, and notify a recipient if it turns dlere is invalid
information in a file.®’

5. Consider Using Emerging Tools and Technologies:
There are many emerging technologies to assistcagem tracking
the ISE in order to ensure accountability, prowedércement, and

2 5 U.S.C. § ket seqhttp://www.law.cornell.edu/uscode/uscode05a/usc @8& 01000001----000-.html

>3 Protecting America’s Freedom in the Information AgeReport of the Markle Foundation Task Farce
atp. 33. http://www.markle.org/downloadable assets/nstf glpgdf

> OMB M-07-16, May 22, 2007, Attachment 1 C, prowdbe following “Log and Verify” security
requirement to prevent and identify breaches o$itiga Federal information: “Log all computer-reata
data extracts from databases holding sensitivernmdton and verify each extract, including whether
sensitive data has been erased within 90 days asd is still required.”

**Consistent with a vigorous defense against tesmyithese guidelines envision tools that creaté aud
trails of parties who carry out searches, that gnoze and minimize information to the greatest ekte
possible, and that prevent both the intentionalamdtentional dissemination of irrelevant inforimatto
unauthorized persons or entities?totecting America’s Freedom in the Information AgeReport of the
Markle Foundation Task Forcat p.33. http://www.markle.org/downloadable_assets/nstf gagdf

*NIST Special Publication 800-4%gcurity Guide for Interconnecting Information Teclogy Systems,
August 2002, at D-1http://csrc.nist.gov/publications/nistpubs/800-4BE0-47.pdf

> |nstitute for Intergovernmental ResearErequently Asked Questions Regarding 28 CFR ParFag)
Number 20http://www.iir.com/28cfr/FAQ.htm#g20
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enhance auditing capabilities. Technologies thgtp&rticipants may
consider include, but are not limited to:

a. Permissioning systems

b. Hashing

c. Data anonymization

d. Immutable Audit log¥®

e. Authenticatior’

These tools and technologies may be considered wdragucting system
development and in the development or modificatibagency policies
designed to ensure compliance with the ISE Privagylelines.

The following is a list of authorities that may is$$SE participants in developing their
accountability, enforcement, and audit policies pratedures for Pl in the ISE:

Statutes

Inspector General Act of 1978, 5 U.S.C. &tkeq
http://www.law.cornell.edu/uscode/uscode05a/usc Gs& 01000001----000-.html

Regulations

28 CFR 8§ 23.20 (requiring that projects maintairgrighinal intelligence information
ensure that administrative, technical, and physatdguards (including audit trails) are
adopted to ensure against unauthorized accesgyantstintentional or unintentional
damage).http://www.it.ojp.gov/documents/28CFR_Part 23.PDF

Policy Guidance and Standards

OMB Memorandum M-05-08 (February 11, 200Bgsignation of Senior Agency
Officials for Privacy http://whitehouse.gov/omb/memoranda/fy2005/m05-88.p
(requiring that every Federal agency appoint a@ehjency Official for Privacy to
oversee privacy development, implementation, aredght).

OMB Memorandum M-07-16 (May 22, 200Bafeguarding Against and Responding to
the Breach of Personally Identifiable Informatjon
http://www.whitehouse.gov/omb/memoranda/fy2007/mM@7sdf

*Markle Foundationimplementing a Trusted Information Sharing Enviremty Using Immutable Logs to
Increase Security, Trust, and Accountabi{®p06). “lImmutable logs are tamper resistant logs of user
activity in the information sharing environmentudit of immutable logs would allow authorized offits
to trace the origin of a piece of information, wines accessed it, under what circumstances, puruant
what authority, and how it actually has been u#iaas providing a mechanism to oversee or measure
compliance with privacy and security rules. Asechmnism for oversight and review of system usage,
immutable logs are a key component of accountgliilitd. at p, 70.
http://www.markle.org/downloadable assets/nstf 1820906.pdf

%9 |SE Privacy Guidelines, Section 9(c), Technology.
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28 CFR Part 23, Sample Operating Policies and Etoes.
http://www.iir.com/28cfr/SampleOperatingPoliciest.pd

Commentators

Markle FoundationProtecting America’s Freedom in the InformationeAé Report of
the Markle Foundation Task Forcat p.33.

http://www.markle.org/downloadable assets/nstf dagdf(discussing accountability in
the Information Sharing Environment).

Markle Foundationimplementing a Trusted Information Sharing Enviremt Using
Immutable Logs to Increase Security, Trust and Awctability (2006)(discussing use of
immutable audit logs to ensure accountability).
http://www.markle.org/downloadable assets/nstf [820906.pdf

J. Dempsey and P. Rosenzwdigchnologies That Can Protect Privacy as Informatio
Is Shared to Combat Terrorisfiay 26, 2004).
http://www.heritage.org/research/homelandsecuntipad/63976_1.pdf

American Statistical AssociatioRyequently Asked Questions Regarding the Privacy
Implications of Data Minindincludes discussion of permissioning systems).
http://www.amstat.org/profession/index.cfm?fuseastidataminingfag#4
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RESOURCES AND TOOLS

In developing a program review framework, agenniey find it expedient to add
oversight of ISE-specific processes involving petee information (P1) in the ISE to the
portfolios of agency offices/officials already resgible for maintaining and handling
personally identifiable information (PIl). ISE-sjiéc processes that may be merged into
existing PII handling functions include:

1. Access, use, and disclosure of PI.

2. Training regarding the access, use, and disclasfupé.

3. Maintenance of records/logs regarding access tiddisre of/receipt
of PI.

4. Review of compliance with Pl handling policies géctices.

5. Investigation of reported/identified violations®F handling practices.

6. Procurement/development of information technolagyadministering
PI.

7. Audit, inspection, and investigation of agency pergs.

The Office of the Director of National Intelligenbas undertaken studies of existing and

emerging privacy-enhancing technologies and wilkenthe results available to agencies
when completed.
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